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sys/kern/kern_intr.c (SRS LI WAHD)
sys/1386/1386/intr_machdep.c (15138644 F 45 I AH G TALHE)
sys/i386/isa/atpic.c (558259AFHIK1. cAXhH)
sys/i386/isa/atpic_vector.s (158259A4HCH . sfUid)
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2.1 FIWEH SR

I 0] R £ Svector, 0-314CPUH], 32-32+15%} WIRQO-IRQ15 —
Mvector Xt W —A source, HEIAY Estruct intsrc

/*

* An interrupt source. The upper-layer code uses the PIC methods to
control a given source. The lower-layer PIC drivers can store additional
private data in a given interrupt source such as an interrupt pin number
or an I/0 APIC pointer.

EE I

*/

struct intsrc {
struct pic *is_pic;
struct ithd *is_ithread;
u_long *is_count;
u_long *is_straycount;
u_int is_index;

};

HsAEvector i T A2 HH IWTE I 2%, 4i8259A, 1/0 APICE:, sk b,
T H DT Y5t ) 4 2SI B b sl 2 ) T s s R, BRIk, fEstruct intsreH
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H pics/& programmable interrupt controller )= & .

/%

*

Methods that a PIC provides to mask/unmask a given interrupt source,
"turn on" the interrupt on the CPU side by setting up an IDT entry, and
return the vector associated with this source.

* ¥

*/

struct pic {
void (*pic_enable_source) (struct intsrc *);
void (*pic_disable_source) (struct intsrc *);
void (*pic_eoi_source) (struct intsrc *);
void (*pic_enable_intr) (struct intsrc *);
int (*pic_vector) (struct intsrc *);
int (*pic_source_pending) (struct intsrc *);
void (*pic_suspend) (struct intsrc *);
void (*pic_resume) (struct intsrc *);

};

RGP AT I T WA AR, TSRO APICHE o i g
BISRRT,  ATBLA 1914 R B (IRQ), BRI KN s Sk 191

static struct intsrc *interrupt_sources[NUM_IO_INTS];

/* With I/0 APIC’s we can have up to 191 interrupts. */
#define NUM_IO_INTS 191

Pl Bl TR TR, A K SR ) o T S 6 B struct intsrc#l
Pa bty BN X FIR, RGN SE 0 WrdE A — A
Wrekfe, AT ALELRE) T AR RN B SO E AT, RN H R AL
Jjithread_loop(),

struct intsrcfifd ik Flis_ithreaddq [n) ik o Wk B i 5 dE 45 M) struct ithd,
Mstruct ithd&5#)k fiit_tdds ) B F )2 FE 45 Mstruct thread, MM
Wi 5 RSB TR Rk .

/*

* Describe an interrupt thread. There is one of these per interrupt vector.
Note that this actually describes an interrupt source. There may or may
not be an actual kernel thread attached to a given source.

* ¥

x/
struct ithd {



struct mtx it_lock;

struct  thread *it_td; /* Interrupt process. */
LIST_ENTRY(ithd) it_list; /* All interrupt threads. */
TAILQ_HEAD(, intrhand) it_handlers; /* Interrupt handlers. */
struct ithd *it_interrupted; /* Who we interrupted. */

void  (*it_disable) (uintptr_t); /* Enable interrupt source. */
void  (*it_enable) (uintptr_t); /* Disable interrupt source. */

void  *it_md; /* Hook for MD interrupt code. */
int  it_flags; /* Interrupt-specific flags. */
int it_need; /* Needs service. */

uintptr_t it_vector;
char  it_name[MAXCOMLEN + 1];

/*

* Register a new interrupt source with the global interrupt system.

* The global interrupts need to be disabled when this function is
* called.

*/

int

intr_register_source(struct intsrc *isrc)

{

int error, vector;

vector = isrc->is_pic->pic_vector(isrc);
if (interrupt_sources[vector] != NULL)
return (EEXIST);
error = ithread_create(&isrc->is_ithread, (uintptr_t)isrc, O,
(mask_fn)isrc->is_pic->pic_disable_source,
(mask_fn)isrc->is_pic->pic_enable_source, "irqld:", vector);
if (error)
return (error);
mtx_lock_spin(&intr_table_lock);
if (interrupt_sources[vector] != NULL) {
mtx_unlock_spin(&intr_table_lock);
ithread_destroy(isrc->is_ithread);
return (EEXIST);
}
intrcnt_register(isrc);
interrupt_sources[vector] = isrc;
mtx_unlock_spin(&intr_table_lock);
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int

return (0);

ithread_create(struct ithd **ithread, uintptr_t vector, int flags,

{

void (*disable) (uintptr_t), void (*enable) (uintptr_t), const char *fmt,

struct ithd *ithd;
struct thread *td;
struct proc *p;
int error;

va_list ap;

/* The only valid flag during creation is IT_SOFT. */
if ((flags & “IT_SOFT) !'= 0)
return (EINVAL);

ithd = malloc(sizeof (struct ithd), M_ITHREAD, M_WAITOK | M_ZEROD);
ithd->it_vector = vector;

ithd->it_disable = disable;

ithd->it_enable = enable;

ithd->it_flags = flags,

TAILQ_INIT(&ithd->it_handlers);

mtx_init(&ithd->it_lock, "ithread", NULL, MTX_DEF);

va_start(ap, fmt);
vsnprintf (ithd->it_name, sizeof(ithd->it_name), fmt, ap);
va_end(ap) ;

error = kthread_create(ithread_loop, ithd, &p, RFSTOPPED | RFHIGHPID,
0, "%s", ithd->it_name);

if (error) {

mtx_destroy(&ithd->it_lock);

free(ithd, M_ITHREAD);

return (error);
}
td = FIRST_THREAD_IN_PROC(p); /* XXXKSE */
mtx_lock_spin(&sched_lock);
td->td_ksegrp—>kg_pri_class = PRI_ITHD;
td->td_priority = PRI_MAX_ITHD;
TD_SET_IWAIT(td);



mtx_unlock_spin(&sched_lock);
ithd->it_td = td;
td->td_ithd = ithd;
if (ithread '= NULL)

*ithread = ithd;
CTR2(KTR_INTR, "%s: created ¥%s"
return (0);

func ithd->it_name) ;

) == —_

RIS R e S, AT LG IR TR AR F T . struct ithd A —A
J¥% iit_handlers, ¥Rl MHEK, XAEERETHWIACERTAER. KN
a2 A WAL BRFE e 2 B AE — DN EER TP 2 X JE A AN & T LI
FEF—MRQYT, WIE-—Avertor ] L& IE 2 AN & R WA EE e . 24
FRITR I I, R85 I AN A& I TR W A B R A, ERATAT] B O
5 H KT H.

intr_add_handler () PR £ & R B0 P T AL B RSP 1), BN RS T
S — AN T W AL BERE S () 45 M) struct intrhand, HHAEANS
¥, HIrprAb B pR $ldriver _intr_t handler fRAFE 45 f)struct intrhandf)
B A B ih_handlert. HRIKT A AR N BLE AL EE AR KT 2R A5 IR 1% e 2N

/*

Describe a hardware interrupt handler.

* %

*

Multiple interrupt handlers for a specific vector can be chained
together.

*

*/
struct intrhand {
driver_intr_t *ih_handler; /* Handler function. */
void *ih_argument; /* Argument to pass to handler. */
int ih_flags;
const char  *ih_name; /* Name of handler. */
struct ithd  *ih_ithread; /* Ithread we are connected to. */
int ih_need; /* Needs service. */
TAILQ_ENTRY(intrhand) ih_next; /* Next handler for this vector. */
u_char ih_pri;  /* Priority of this handler. */

};

/* Interrupt handle flags kept in ih_flags */

#define  IH_FAST 0x00000001  /* Fast interrupt. */

#define  IH_EXCLUSIVE  0x00000002 /* Exclusive interrupt. */

#define  IH_ENTROPY 0x00000004 /* Device is a good entropy source. */



#define IH_DEAD 0x00000008 /* Handler should be removed. */

#define IH_MPSAFE 0x80000000 /* Handler does not need Giant.

X B JLAMagBEE 4%,

1. TH_FAST 578 Wi s rh by, RGO R PATZ A F R, IF
BT B T R R R S Is AT, WS UOIX R R B Is AT
EFWIAE Figfr, WHSMEP LTI, B SRmE G RTE
BB R AR R IR s RE AR

2. IH_EXCLUSIVE fR7niZ W2 FIRQMHT, WA GERHADL % &L EIRQ

3. TH_MPSAFE & 1% Wb &b P pg H 2 SMP 22 4211 o

int

*/

intr_add_handler(const char *name, int vector, driver_intr_t handler,

void *arg, enum intr_type flags, void **cookiep)

{
struct intsrc *isrc;
int error;
isrc = intr_lookup_source(vector);
if (isrc == NULL)
return (EINVAL);
error = ithread_add_handler(isrc->is_ithread, name, handler, arg,
ithread_priority(flags), flags, cookiep);
if (error == 0) {
intrcnt_updatename (isrc);
isrc->is_pic->pic_enable_intr(isrc);
isrc->is_pic->pic_enable_source(isrc);
}
return (error);
}
int

ithread_add_handler(struct ithd* ithread, const char *name,

driver_intr_t handler, void *arg, u_char pri, enum intr_type flags,

void **cookiep)
struct intrhand *ih, *temp_ih;

if (ithread == NULL || name == NULL || handler == NULL)



return (EINVAL);

ih = malloc(sizeof (struct intrhand), M_ITHREAD, M_WAITOK | M_ZERO);
ih->ih_handler = handler;
ih->ih_argument = arg;
ih->ih_name = name;
ih->ih_ithread = ithread;
ih->ih_pri = pri;
if (flags & INTR_FAST)
ih->ih_flags = IH_FAST,;
else if (flags & INTR_EXCL)
ih->ih_flags = IH_EXCLUSIVE;
if (flags & INTR_MPSAFE)
ih->ih_flags |= IH_MPSAFE;
if (flags & INTR_ENTROPY)
ih->ih_flags |= IH_ENTROPY;

mtx_lock(&ithread->it_lock);

if ((flags & INTR_EXCL) != 0 && !'TAILQ_EMPTY(&ithread->it_handlers))
goto fail;

if (ITAILQ_EMPTY(&ithread->it_handlers)) {
temp_ih = TAILQ_FIRST(&ithread->it_handlers);
if (temp_ih->ih_flags & IH_EXCLUSIVE)

goto fail;

if ((ih->ih_flags & IH_FAST) && !(temp_ih->ih_flags & IH_FAST))
goto fail;

if (! (ih->ih_flags & IH_FAST) && (temp_ih->ih_flags & IH_FAST))
goto fail;

TAILQ_FOREACH(temp_ih, &ithread->it_handlers, ih_next)
if (temp_ih->ih_pri > ih->ih_pri)
break;

if (temp_ih == NULL)

TAILQ_INSERT_TAIL(&ithread->it_handlers, ih, ih_next);
else

TAILQ_INSERT_BEFORE(temp_ih, ih, ih_next);
ithread_update(ithread) ;
mtx_unlock(&ithread->it_lock);

if (cookiep != NULL)



*cookiep = ih;

CTR3(KTR_INTR, "%s: added %s to %s"
ithread->it_name);

return (0);

func__, ih->ih_name,

f R

fail:
mtx_unlock(&ithread->it_lock);
free(ih, M_ITHREAD);
return (EINVAL);

2.2 8259A KT IE

T HTFRATTEAR259A MBI, FHE ARG W R I MR B, WEMINTSRC(0)-
INTSRC(15). itk 8259 A rr W42 il 25 1) H 4 45 #4) /& struct atpic_intsre,
HEE— AN g — AN TR g d, X PR A e 712 BSDH B
5, RE] T e X S gm e 4k R AER
HH 1 P9 A 0 118259 A I 425 thil % W LA 4% 164> o I, BRI ot &R e v
W16 struct atpic_intsrc. XEEHR TN RPN D bk )& IDTVEC (atpic_intr ## irc
- H B 2 A Xatpic_intr0 $Xatpic_intris, RIGREAA MG . 1M
TE.s A K

ALIGN_TEXT;

.globl Xatpic_intrO0;

.type Xatpic_intr0O,@function;
Xatpic_introO:

S5, WhE X— 2R R, WA SU R HR S R 4L,
FOFE Z RN & fEsys/i386/isa/atpic_vector.s™, 1ZREL N I
& — > Xfatpic_handle_intr () BRI @R, FA1)S ML K FE B %R
A

struct atpic_intsrc {
struct intsrc at_intsrc;
int at_irq; /* Relative to PIC base. */
inthand_t *at_intr;
u_long at_count;
u_long at_straycount;

};

static struct atpic_intsrc atintrs[] = {



INTSRC(0),
INTSRC(1),
INTSRC(2),
INTSRC(3),
INTSRC(4),
INTSRC(5),
INTSRC(6),
INTSRC(7),
INTSRC(8),
INTSRC(9),
INTSRC(10),
INTSRC(11),
INTSRC(12),
INTSRC(13),
INTSRC(14),
INTSRC(15),
};

#define  INTSRC(irq) \
{ { &atpics[(irq) / 8].at_pic }, (irq) % 8, \
IDTVEC (atpic_intr ## irq ) }

R, WHS259A MM Ik B $atpic_init O, AIESLAVE IRQS
FEM R WE . FEAEI3S6W] itk i i FHatpic_startup O AL, E M KR
H IDTVEC(atpic_intr ## irq ), VHi&, XIUEEMamaismi, H
PRTRQ 5 1) F W Ak B bR BI0KE 15 & X 3l i intr_add_handler () PR #KE
i

SYSINIT(atpic_init, SI_SUB_INTR, SI_ORDER_SECOND + 1, atpic_init, NULL)

static void
atpic_init(void *dummy __unused)
{

int i;

/* Loop through all interrupt sources and add them. */
for (i = 0; i1 < sizeof(atintrs) / sizeof(struct atpic_intsrc); i++) {
if (i == ICU_SLAVEID)
continue;
intr_register_source(&atintrs[i] .at_intsrc);
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void
init386 (first)
int first;

#ifdef DEV_ISA
atpic_startupQ);
#endif

void

atpic_startup(void)

{
struct atpic_intsrc *ai;
int 1i;

/* Start off with all interrupts disabled. */

imen = Oxffff;

18259_init (&atpics [MASTER], 0);

18259_init (&atpics[SLAVE], 1);

atpic_enable_source((struct intsrc *)&atintrs[ICU_SLAVEID]);

/* Install low-level interrupt handlers for all of our IRQs. */
for (i = 0; i < sizeof(atintrs) / sizeof(struct atpic_intsrc); i++) {
if (i == ICU_SLAVEID)
continue;
ai = &atintrs[i];
ai->at_intsrc.is_count = &ai->at_count;
ai->at_intsrc.is_straycount = &ai->at_straycount;
setidt (((struct atpic *)ai->at_intsrc.is_pic)->at_intbase +
ai->at_irq, ai->at_intr, SDT_SYS386IGT, SEL_KPL,
GSEL (GCODE_SEL, SEL_KPL));
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3 IRQY WA T

/%
* Macros for interrupt interrupt entry, call to handler, and exit.
*/

#define  INTR(irqg_num, vec_name) \

.text ; \
SUPERALIGN_TEXT ; \
IDTVEC(vec_name) ; \
pushl  $0 ; /* dummy error code */ \
pushl  $0 ; /* dummy trap type */ \
pushal ; /* 8 ints */ \
pushl  Y%ds ; /* save data and extra segments ... */ \
pushl  Y%es ; \
pushl  %fs ; \
mov  $KDSEL, %ax ; /* load kernel ds, es and fs */ \
mov  %ax,%ds ; \
mov  %ax,%es ; \
mov  $KPSEL,%ax ; \
mov  %ax,%fs ; \
; \
FAKE_MCOUNT (134 (%esp)) ; /* XXX late to avoid double count */ \
pushl  $irq_num; /* pass the IRQ */ \
call atpic_handle_intr ; \
addl  $4, Yesp ; /* discard the parameter */ \
; \
MEXITCOUNT ; \

jmp  doreti

IRQ™ AR, ZRGEARE ™ 4 W I IRQ 5 FRBAH Y 1 iy g S A, R
It AL IDT_VEC(vec_name), FFiXH, #itilf ik atpic_handle_intr () (]
PG, Br¥: Flatpic_handle_intr QUEATALEE., [ RFEIH—FE, X
H ) #kstruct intrframellf /fatpic_handle_intr O)MIZ4L, &+
W 3z 5] INE F A S B 6 3 A7 IR

/* Interrupt stack frame */
struct intrframe {
int if_vec;

int if_fs;
int if_es;
int if_ds;
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int if_edi;

int if_esi;

int if_ebp;

int :32;

int if_ebx;

int if_edx;

int if_ecx;

int if_eax;

int  :32; /* for compat with trap frame - trapno */
int  :32; /* for compat with trap frame - err */

/* below portion defined in 386 hardware */

int if_eip;

int if_cs;

int if_eflags;

/* below only when crossing rings (e.g. user to kernel) */
int if_esp;

int if_ss;

}s

void
atpic_handle_intr(struct intrframe iframe)

{

struct intsrc *isrc;

KASSERT ((uint)iframe.if_vec < ICU_LEN,
("unknown int %d\n", iframe.if_vec));
isrc = &atintrs[iframe.if_vec].at_intsrc;

/%
* If we don’t have an ithread, see if this is a spurious
* interrupt.
*/
if (isrc->is_ithread == NULL &&
(iframe.if_vec == 7 || iframe.if_vec == 15)) {
int port, isr;

/*
* Read the ISR register to see if IRQ 7/15 is really
* pending. Reset read register back to IRR when done.

*/

port = ((struct atpic *)isrc->is_pic)->at_ioaddr;

13



mtx_lock_spin(&icu_lock);
outb(port, OCW3_SEL | OCW3_RR | OCW3_RIS);
isr = inb(port);
outb(port, OCW3_SEL | OCW3_RR);
mtx_unlock_spin(&icu_lock);
if ((isr & IRQ7) == 0)

return;

¥

intr_execute_handlers(isrc, &iframe);

25 3ck 1] FR A 8259 AR A K Y, atpic_handle_intr ) 544 %]intr_execute_handlers(
intr_execute_handlers Q& — N EHEIEM KE, EAEIIRQS, R
FIWT R A R, S, W ERAEUETEREN B SohiEiT, R
AN, W B N R R T 2R R R IEAT . XM EE B critical_enter () /critical_exit O)f&
POk, DAMRIEA S IRE T B e fe

void
intr_execute_handlers(struct intsrc *isrc, struct intrframe *iframe)
{

struct thread *td;

struct ithd *it;

struct intrhand *ih;

int error, vector;

td = curthread;
td->td_intr_nesting_level++;

/*
* We count software interrupts when we process them. The
* code here follows previous practice, but there’s an

* argument for counting hardware interrupts when they’re
* processed too.
*/

atomic_add_long(isrc->is_count, 1);
atomic_add_int(&cnt.v_intr, 1);

it = isrc—->is_ithread;

if (it == NULL)
ih = NULL;
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else
ih = TAILQ_FIRST(&it->it_handlers);

/*
* XXX: We assume that IRQ O is only used for the ISA timer
* device (clk).
*/
vector = isrc->is_pic->pic_vector(isrc);
if (vector == 0)
clkintr_pending = 1;

critical_enter();
if (ih != NULL && ih->ih_flags & IH_FAST) {
/%
* Execute fast interrupt handlers directly.
* To support clock handlers, if a handler registers
* with a NULL argument, then we pass it a pointer to
* a trapframe as its argument.
*/
TAILQ_FOREACH(ih, &it->it_handlers, ih_next) {
MPASS(ih->ih_flags & IH_FAST);
CTR3(KTR_INTR, "%s: executing handler %p(%p)",
__func__, ih->ih_handler,
ih->ih_argument == NULL 7 iframe :
ih->ih_argument) ;
if (ih->ih_argument == NULL)
ih->ih_handler(iframe) ;
else
ih->ih_handler(ih->ih_argument) ;
}
isrc->is_pic->pic_eoi_source(isrc);
error = 0;

ML R RFEIAN, fast W ATE R W2 2R B SCHRIEAT, 2 HERAE
P aERE ) R e aEaT
} else {
/*

* For stray and threaded interrupts, we mask and EOI the
* source.

*/
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isrc->is_pic->pic_disable_source(isrc);
isrc->is_pic->pic_eoi_source(isrc);
if (ih == NULL)
error = EINVAL;
else
error = ithread_schedule(it, !cold);

3

FAth g AR R rh I )RR B . X B s s, ARSI

(="

int

critical_exit();
if (error == EINVAL) {
atomic_add_long(isrc->is_straycount, 1);
if (xisrc->is_straycount < MAX_STRAY_LOG)
log (LOG_ERR, "stray irq’%d\n", vector);
else if (*isrc->is_straycount == MAX_STRAY_LOG)
log (LOG_CRIT,
"too many stray irq %d’s: not logging anymore\n",
vector) ;
}

td->td_intr_nesting level--—;

R 26 B2 B BR Zlithread_schedule () Ab B A ¢ o Wby 2k 72 18 B2 1 T

ithread_schedule(struct ithd *ithread, int do_switch)

{

struct int_entropy entropy;
struct thread *td;

struct thread *ctd;

struct proc *p;

/*
* If no ithread or no handlers, then we have a stray interrupt.
*/
if ((ithread == NULL) || TAILQ_EMPTY(&ithread->it_handlers))
return (EINVAL);

ctd = curthread;

16



/*
* If any of the handlers for this ithread claim to be good
* sources of entropy, then gather some.
*/
if (harvest.interrupt && ithread->it_flags & IT_ENTROPY) {
entropy.vector = ithread->it_vector;
entropy.proc = ctd->td_proc;
random_harvest (&entropy, sizeof (entropy), 2, O,
RANDOM_INTERRUPT) ;
b

Rz W2 RE AT TT_ENTROPYr s, UEH Al U VR BEBLEL AR

td = ithread->it_td;
p = td->td_proc;
KASSERT(p != NULL, ("ithread %s has no process", ithread->it_name));
CTR4 (KTR_INTR, "%s: pid %d: (%s) need = %d",
__func__, p->p_pid, p->p_comm, ithread->it_need);

*

/
Set it_need to tell the thread to keep running if it is already
running. Then, grab sched_lock and see if we actually need to
put this thread on the runqueue. If so and the do_switch flag is
true and it is safe to switch, then switch to the ithread
immediately. Otherwise, set the needresched flag to guarantee
that this ithread will run before any userland processes.

* X X X X X

*/

ithread->it_need = 1;

WHEit_need, A LAMRIUEFWIEBEASIEILA TG T, 4l d
1My 2R, Dlithread_loop().

mtx_lock_spin(&sched_lock);
if (TD_AWAITING_INTR(td)) {
CTR2(KTR_INTR, "%s: setrunqueue %d"
TD_CLR_IWAIT(td);
setrunqueue (td) ;
if (do_switch &&
(ctd->td_critnest == 1) ) {
KASSERT ((TD_IS_RUNNING(ctd)),
("ithread_schedule: Bad state for curthread."));

func__, p->p_pid);

3 —_—
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ctd->td_proc—->p_stats->p_ru.ru_nivcswt+;
if (ctd->td_flags & TDF_IDLETD)
ctd->td_state = TDS_CAN_RUN; /* XXXKSE */
mi_switch();
} else {
curthread->td_flags |= TDF_NEEDRESCHED;
b

IR T W R IEAEBENR, WU U W e R IR AE SR T TR 2R,
e Arunqueve, 5 Eizfr. WERZSEFR/RTTLLRE, JF H AT
BRI AL, WS — Ol B R P W gere, WIRE T B3l &

W, AEASSERI R IS AT TR W e i, AR B I R I s T

X HE TR A, R Eni _switch (), BT W R L HAR
i, PTG S ST AT, T AL B R 58 5 VPR R B)IX L, Al a]
BEARE, A ERRIXHE(FIXME), KIEHiH intr_execute_handlers () H
SE N TR WS R I AL B RS S A

WK S, RkELiaqT, SeEAEA TR Rg b P

} else {
CTR4 (KTR_INTR, "%s: pid %d: it_need %d, state %d",

__func__, p->p_pid, ithread->it_need, td->td_state);
+

AW, HTOARETit_need=1, CALEIEAT I WIZEFEN 71 57 kb3
Zc

mtx_unlock_spin(&sched_lock);

return (0);

¥

BATHRE B TWLREA S, A R, PR E TR RIEA
SR, AR WSS SE R WIERR, 1 Hmi_switch ()

/*
* This is the main code for interrupt threads.
*/
static void
ithread_loop(void *arg)
{
struct ithd *ithd; /* our thread context */
struct intrhand *ih; /* and our interrupt handler chain */

18



struct thread *td;
struct proc *p;

td = curthread;
p = td->td_proc;
ithd = (struct ithd *)arg; /* point to myself x*/
KASSERT (ithd->it_td == td && td->td_ithd == ithd,
("%s: ithread and proc linkage out of sync", __func__));

/*
* As long as we have interrupts outstanding, go through the
* list of handlers, giving each one a go at it.

*/

for (5;) {
/*
* If we are an orphaned thread, then just die.
*/
if (ithd->it_flags & IT_DEAD) {
CTR3(KTR_INTR, "%s: pid %d: (%s) exiting", __func__,

p—>p_pid, p->p_comm);
td->td_ithd = NULL;
mtx_destroy(&ithd->it_lock);
mtx_lock(&Giant) ;
free(ithd, M_ITHREAD);
kthread_exit (0);

+
W T MBS AT IRQA W AL FEAR 7, ) F5 IR H v e e
CTR4 (KTR_INTR, "%s: pid %d: (%s) need=J)d", __func__,

p—>p_pid, p—>p_comm, ithd->it_need);
while (ithd->it_need) {
/*
* Service interrupts. If another interrupt
* arrives while we are running, they will set
* it_need to denote that we should make
* another pass.
*/

atomic_store_rel_int(&ithd->it_need, 0);

EPRit_needbri, MIERRG XAHETWI AR, it_needidAFHK1, MM
TEIRGREE
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restart:
TAILQ_FOREACH(ih, &ithd->it_handlers, ih_next) {
if (ithd->it_flags & IT_SOFT && !ih->ih_need)
continue;
atomic_store_rel_int(&ih->ih_need, 0);
CTR6 (KTR_INTR,
"%s: pid %d ih=Yp: %pCkp) flg=lx", __func__,
p—>p_pid, (void *)ih,
(void *)ih->ih_handler, ih->ih_argument,
ih->ih_flags);

if ((ih->ih_flags & IH_DEAD) != 0) {
mtx_lock(&ithd->it_lock);
TAILQ_REMOVE(&ithd->it_handlers, ih,
ih_next);
wakeup(ih);
mtx_unlock(&ithd->it_lock);
goto restart;

}

if ((ih->ih_flags & IH_MPSAFE) == 0)
mtx_lock(&Giant) ;

ih->ih_handler (ih->ih_argument) ;

R FH B BBl K IR 55 eR 2. PIT AT M B TR Q) R S 5
BB RI R ECRAL A B S PR DU E 2 752 B SR BEE ™ AR 1)

if ((ih->ih_flags & IH_MPSAFE) == 0)
mtx_unlock(&Giant) ;

/*
* Processed all our interrupts. Now get the sched
* lock. This may take a while and it_need may get
* set again, so we have to check it again.
*/
WITNESS_WARN(WARN_PANIC, NULL, "suspending ithread");
mtx_assert (&Giant, MA_NOTOWNED) ;
mtx_lock_spin(&sched_lock) ;
if (lithd->it_need) {

20



/*
* Should we call this earlier in the loop above?
*/

if (ithd->it_enable != NULL)

ithd->it_enable(ithd->it_vector);

TD_SET_IWAIT(td); /* we’re idle */

p—>p_stats—->p_ru.ru_nvcsw++;

CTR2(KTR_INTR, "%s: pid %d: done"

mi_switch(Q);

CTR2(KTR_INTR, "%s: pid %d: resumed"

func__, p->p_pid);

| J——

func__, p—>p_pid);

b —_—

}

WRIEI it _need==1, WIULHIHK T i, 24k Sforfi 2 04 1% o W ik
%, EIHEGR IR

mtx_unlock_spin(&sched_lock);
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* Start standard software interrupt threads
*/

static void

start_softintr(void *dummy)

{

struct proc *p;

if (swi_add(&clk_ithd, "clock", softclock, NULL, SWI_CLOCK,
INTR_MPSAFE, &softclock_ih) |
swi_add(NULL, "vm", swi_vm, NULL, SWI_VM, INTR_MPSAFE, &vm_ih))
panic("died while creating standard software ithreads");
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p = clk_ithd->it_td->td_proc;
PROC_LOCK (p) ;

p—>p_flag |= P_NOLOAD;
PROC_UNLOCK (p) ;

int
swi_add(struct ithd **ithdp, const char *name, driver_intr_t handler,
void *arg, int pri, enum intr_type flags, void **cookiep)

{
struct ithd *ithd;
int error;
if (flags & (INTR_FAST | INTR_ENTROPY))
return (EINVAL);
ithd = (ithdp != NULL) ? =*ithdp : NULL;
if (ithd !'= NULL) {
if ((ithd->it_flags & IT_SOFT) == 0)
return(EINVAL) ;
} else {
error = ithread_create(&ithd, pri, IT_SOFT, NULL, NULL,
"swijkd:", pri);
if (error)
return (error);
if (ithdp '= NULL)
*ithdp = ithd;
}
return (ithread_add_handler(ithd, name, handler, arg,
(pri * RQ_PPQ) + PI_SOFT, flags, cookiep));
}
4.2 WE
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/*
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* The real-time timer, interrupting hz times per second.

*/

void
hardclock (frame)
register struct clockframe *frame;
{
if (need_softclock)
swi_sched(softclock_ih, 0);
}
/*
* Schedule a heavyweight software interrupt process.
*/
void
swi_sched(void *cookie, int flags)
{
struct intrhand *ih = (struct intrhand *)cookie;
struct ithd *it = ih->ih_ithread;
int error;
atomic_add_int(&cnt.v_intr, 1); /* one more global interrupt */
CTR3(KTR_INTR, "swi_sched pid %d(%s) need=7%d",
it->it_td->td_proc->p_pid, it->it_td->td_proc->p_comm, it->it_need);
/*
* Set ih_need for this handler so that if the ithread is already
* running it will execute this handler on the next pass. Otherwise,
* it will execute it the next time it runs.
*/
atomic_store_rel_int(&ih->ih_need, 1);
if (!(flags & SWI_DELAY)) {
error = ithread_schedule(it, !cold && !'dumping);
KASSERT (error == 0, ("stray software interrupt"));
}
}
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